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SharkTeam, a leading blockchain security service team, offers smart contract

audit services for developers. To satisfy the demands of different clients,

thesmart contract audit services provide both manual auditing and automated

auditing.

We implement almost 200 auditing contents that cover four aspects: high-level

language layer, virtual machine layer, blockchain layer, and business

logiclayer, ensuring that smart contracts are completely guaranteed and Safe.
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In the previous series of “Top 10 Smart Contract Security Threats”, SharkTeam

summarized and analyzed the top 10 most harmful vulnerabilities in the field of

smart contracts based on historical smart contract security incidents.

These vulnerabilities usually appeared in Solidity smart contracts before, so will

the same harm exist for the emerging Move smart contracts?

SharkTeam [A Vulnerability Perspective Analysis of Move Language Security]

series of courses will discuss and deepen with you. Lesson 3 [Function

malicious initialization].

1. Solidity contract initialization

In the Solidity smart contract, there are two ways to realize the initialization of

the contract:
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(1) Constructor method, that is, use constructor to initialize the contract.

The constructor will be automatically executed after the contract is deployed

without additional separate calls, saving a transaction fee.

Constructors are bound to contract deployment, and can only initialize the

contract that is bound to be deployed, which has great advantages for the case

of a single contract; for joint deployment and initialization of multiple contracts,

the method of constructor lacks flexibility, even in Bugs or loopholes can occur

in some special scenarios, such as proxy-based upgradable contracts. In the

proxy-based upgradeable contract, the logic contract uses the constructor to

initialize the state variables, and only the state variables in the logic contract

can be initialized. It is invalid for the global state variables in the proxy contract,

because the state variables accessed through the proxy contract are actually

proxy contracts. state variables in .

(2) Customize the initialization function method, that is, customize the

initialize function to initialize the contract.

To use the custom initialization function initialize to implement contract

initialization, it is necessary to initiate a separate transaction to call the initialize

function after the contract deployment is completed. The initialization function

is the initial setting of the global state. It must only be called and executed by

the specified account, and the initialization is performed once. However, the

initialize function is not essentially different from ordinary functions and cannot

be executed only once like a constructor, and it is executed when the contract

is deployed. Therefore, the initialize function needs some additional

restrictions to ensure its safety. If the initialize function can be called multiple

times, there may be vulnerabilities and even threaten the security of digital

assets, such as the Punk Protocol security incident.
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2. Punk Protocol security incident

The decentralized annuity protocol Punk Protocol was hacked on August 10,

2021, causing a loss of $8.9 million, and the team later recovered $4.95 million.

The reason for the attack is that there is a serious loophole in the investment

strategy, and the CompoundModel code lacks the modifier of the initialization

function, which can be initialized repeatedly.

3.Move contract initialization

The projects in the Move ecosystem are still those types in the Solidity

ecosystem, including tokens, NFT, DEX, etc. The economic model is the same,

but the implementation language is Move. Therefore, the Move contract also

needs an initialization function to initialize the global variables of the contract,

especially resources. The Move contract does not have a constructor but

requires a custom initialization function, similar to the custom initialization

function in Solidity.

From a security point of view, the initialization function of the Solidity contract

needs to have a limit on the caller and the number of calls. The initialization of

the Move contract also requires these restrictions, such as creating a new

AToken:
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The intialize is an initialization function that needs to be called after the

contract is deployed, because the visibility of this function is declared as public

(script), so it can be called directly from the command line. In this initialization

function, the register_token function in Token and the deposit_to_self function

in Account are called successively.

(1) Token::register_token function
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This function realizes the registration of AToken with a precision of 9, and

grants the casting and destroying authority of AToken to account.

Note the assert statement marked in the code. The assertion is a verification of

the account that initiated the call. It must be the address of the AToken, that is,

the address of the contract deployer.

This is similar to the caller permission check (such as onlyOwner check) of the

initialization function in Solidity. Without this statement, any account can

initialize AToken to obtain minting and destroying permissions, which will cause

the highest authority of AToken to leak, and the token will become worthless.

On the other hand, it is guaranteed that the initialization function can only be

called once, and the uniqueness of resources in the Move language can

guarantee this.

In the specification of the register_token function, there are checks on the

minting ability, destroying ability, and token information 3 resources, that is, to

ensure that these three resources do not exist before the function is executed,

and these three resources will exist after the function is executed. The

uniqueness of the resource ensures that the function can only be executed

once. This is safer than Solidity. After all, Solidity contracts require additional

restrictions, such as using the Initializer in Openzeppelin.
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(2) Account::deposit_to_self function

This function adds AToken to the Balance of the account account, and its

amount is 0. The necessary conditions are defined in the specification,

including that there is no AToken in the balance of the account account. This

ensures that the function can only be executed once.

There is no verification of account permissions here, because any account

should be allowed to add AToken to its Balance.

4. Summary

Calling the above two functions completes the initialization of AToken. From

the entire initialization process, we found that the initialization function of Move

also requires:

(1) It can only be called by the designated authorized account. For example,

the token address here is also the deployment address of the token contract

(2) The initialization function can only be called once. The initialization function

in Move is generally an initialization structure for resources. The uniqueness of

resources and the use of Move specifications can ensure this more

conveniently and safely than Solidity. This further highlights the security

features of the Move language.
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5. supplement

The contract deployment and initialization process is as follows:

(1) Use the mpm release command to compile the module

(2) Unlock the Admin account and use the dev deploy command to deploy the

contract

(3) Use the account execute-function command to call the initialize

function to initialize the contract

(4) Admin account details after initialization
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Added AToken to balances and its balance is 0.

About Us

Our vision is to improve security globally. We believe that by building this

security barrier, we can significantly improve lives around the

world.SharkTeam composes of members with many years of cyber security

experiences and blockchain, team members are based in Suzhou, Beijing,

Nanjing and Silicon Valley, proficient in the underlying theories of blockchain

and smart contracts, and we provide comprehensive services including threat

modeling, smart contract auditing, emergency response, etc. SharkTeam has

established strategic and long-term cooperations with key players in many

areas of the blockchain ecosystem, such as Huobi Global, OKX, polygon,

Polkadot, imToken, ChainIDE, etc
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