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SharkTeam, a leading blockchain security service team, offers smart contract

audit services for developers. To satisfy the demands of different clients,

thesmart contract audit services provide both manual auditing and automated

auditing.

We implement almost 200 auditing contents that cover four aspects: high-level

language layer, virtual machine layer, blockchain layer, and business

logiclayer, ensuring that smart contracts are completely guaranteed and Safe.
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Upgradable Contract Vulnerability—Analysis on the

Hack of Web3 Music Platform Audius

It was reported on July 24, 2022 that hackers transferred 18 million AUDIO

tokens from music streaming protocol Audius, losing about $6 million.

SharkTeam analyzed the attack technology for the first time, And summarized

the security precautions. He hoped that the following blockchain projects

would learn from this and build a security defense line for the blockchain

industry.

1. Incident analysis

The attacker launches an attack transaction as follows:
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The attacker launched two attacks, the first one failed and the second one

succeeded.

Attacker address: 0xa0c7bd318d69424603cbf91e9969870f21b8ab4c

The first attack is as follows:

Attack contract: 0xa62c3ced6906b188a4d4a3c981b79f2aabf2107f

Attack transaction:

0x3bbb15f9852c389e8d77399fe88b49b042d0f22aad4a33c979fbabc60a34b24f

Proposition 84 submitted in transaction

There was no vote on the proposal, so it wasn't executed, but the transaction

modified its state by calling the Governance contract's initialization function

and evaluating proposals 82 and 83:
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Next, we illustrate the entire attack process with the transaction initiated by the

second attack.

Attack contract address: 0xbdbb5945f252bc3466a319cdcc3ee8056bf2e569,

abbreviated as 0xbdbb

After the attacker created the attack contract, he launched an attack through

the attack contract, including 4 transactions:

Transaction 1 txHash:

0xfefd829e246002a8fd061eede7501bccb6e244a9aacea0ebceaecef5d877a984

The transaction consists of 7 steps, as follows:

1. Initialize the Governance contract through the Audius proxy contract
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The initialization function is as follows:

This initialization function initializes the voting system. The variable description

and parameter settings are as follows:

(1) registryAddress: The registration agent contract address, set as the attack
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contract address;

(2) votingPeriod: The block period for the open voting of governance proposals

is set to 3, that is, voting is possible within 3 blocks, and the fourth and

subsequent blocks cannot be voted anymore;

(3) executionDelay: The number of blocks that must be passed after the voting

period is over before the proposal can be evaluated/executed. Set to 1, that is,

1 block can be executed after the voting period ends, or 1 block after the voting

period ends. to evaluate/execute the proposal;

(4) votingQuorumPercent: The minimum percentage of total shares required to

vote for the proposal to be valid, set to 1;

(5) maxInProgressProposals: the maximum number of proposals that may be

in the InProgress state at one time, set to 4;

(6) guardianAddress: The account address with special governance authority,

which is set as the attack contract.

The parameters are set this way so that proposals can be executed without

complex multi-party voting.

2. Evaluate/enforce Proposition 84, the proposal submitted by the first attack,

evaluated as QuorumNotMet

The reason is that there are no votes.
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3. Query the AUDIO token balance of the Governance proxy contract

4. Submit Proposition 85, the same as Proposition 84. The function of this

proposal is to transfer the AUDIO in the Governance proxy contract to the

attack contract, and the amount cannot exceed the AUDIO balance of the

Governance proxy contract.

5. Initialize the Staking contract through the proxy contract
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Set both the governance token address and the proxy contract address as the

attack contract.

6. Initialize the DelegateManagerV2 contract through the proxy contract
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Set both the governance token address and the proxy governance address as

the attack contract.

7. Use the proxy contract to make the service provider factory contract in the

DelegateManagerV2 contract an attack contract

8. Authorize the pledged proxy rights to the attack contract through the proxy

contract, and the number of authorized tokens is 1e31
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Through the above steps, the attacker tampered with and obtained the highest

authority of the governance system.

The attacker then voted within 3 blocks after submitting proposal 85, the

second transaction.

Transaction 2 txHash:

0x3c09c6306b67737227edc24c663462d870e7c2bf39e9ab66877a980c900dd5d5
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After voting is complete, the attacker evaluates/executes proposal 85 after a

voting period of 3 blocks and a waiting period of 1 block, the 3rd transaction:

Transaction 3 txHash:

0x4227bca8ed4b8915c7eec0e14ad3748a88c4371d4176e716e8007249b9980dc9

Execute proposal 85, transfer 185.6 million AUDIO to the attack contract.

After the attack contract received 18 million AUDIO, it exchanged it for 704

ETH, which is the fourth transaction:

Transaction 4 txHash:

0x82fc23992c7433fffad0e28a1b8d11211dc4377de83e88088d79f24f4a3f28b3
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Finally, the attacker deposited the exchanged ETH into the Tornash platform:

From the above attack process, we found that the fundamental reason why the

attacker can attack successfully is that the initialization function is called

multiple times through the proxy contract, and the initialization function should

only be called once. Take the initialization function in the Governance contract

as an example, the code is as follows:

The initializer in Openzeppelin is used here. The code is as follows:
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Obviously, the initializer doesn't do anything because the proxy call. The two

bool-type state variables initialized and initializing defined in the

implementation contract occupy the first 16 bytes in the storage slot slot0

respectively.

The first 8 bytes are initialized and the second 8 bytes are initializing. Since the

proxy contract itself defines a state variable proxyAdmin of address type, its

value is 0x80ab62886eacfebca74511823d4699eb88fd097e, which also

occupies the storage slot slot0, the first 8 bytes are 0, the second 8 bytes are

0x80ab6288, and the third 8 words Section is 0x6eacfebca7451182 and the

4th 8 bytes is 0x3d4699eb88fd097e.

Therefore, the initialized and initializing in the implementation contract and the

proxyAdmin in the proxy contract occupy the storage slot slot0 at the same

time, thus causing a storage conflict.

The data distribution in slot 0 is as follows:
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When the initialization function is executed to the initializer, initialized is read

from the first 8 bytes of the storage slot slot0, and its value is 0, that is, false;

initializing is read from the second 8 bytes of the storage slot slot0, and its

value is 0x80ab6288 > 0, which is true.

So the initializer does nothing at all.

2. Safety advice

The main reason of this attack is that during the implementation of the

upgradeable contract, the storage of the proxy contract and the

implementation contract conflicted, causing the initializer to completely lose its

function. In response to this vulnerability, we recommend that when using an

upgradeable contract, you should first be familiar with the proxy mode, and

plan the contract data and logic to avoid problems such as data conflict and

loss. In addition, selecting multiple smart contract audit teams to conduct
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multiple rounds of audits is also an important guarantee for improving contract

security.

About Us

Our vision is to improve security globally. We believe that by building this

security barrier, we can significantly improve lives around the

world.SharkTeam composes of members with many years of cyber security

experiences and blockchain, team members are based in Suzhou, Beijing,

Nanjing and Silicon Valley, proficient in the underlying theories of blockchain

and smart contracts, and we provide comprehensive services including threat

modeling, smart contract auditing, emergency response, etc. SharkTeam has

established strategic and long-term cooperations with key players in many

areas of the blockchain ecosystem, such as Huobi Global, OKX, polygon,

Polkadot, imToken, ChainIDE, etc



1

北 京 · 苏 州 ·南 京 · 广 州 · 成 都

https://t.me/sharkteamorg

https://twitter.com/sharkteamorg

https://sharkteam.org

https://shark

	Upgradable Contract Vulnerability—Analysis on the 
	1.Incident analysis
	2. Safety advice
	About Us


