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620 million！ hackers break the record again：Ronin

Bridge attack incident analysis

On March 29, Ronin officially announced that the Ronin Bridge was hacked,

and the hackers stole 173,600 ETH and 25.5M USDC, which amounted to

about $625 million according to the price at the time.

SharkTeam analyzed the attack technology for the first time, And summarized

the security precautions. He hoped that the following blockchain projects

would learn from this and build a security defense line for the blockchain

industry.

1. Incident Analysis

Attacker address: 0x098b716b8aaf21512996dc57eb0615e2383e2f96

The transaction that launched the attack is as follows:
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The funds for the attack came from Binance's wallet account, and the
transaction was:
0xe0669bbaaa12cf5ecc682848ddc373a9b86e1351bccc01092b744099bf52a87d

The attacker's account received a transfer from the Binance Wallet account

Binance 20 with a transfer amount of 1.0569 Ether. The first attack transaction

is as follows:

0xc28fad5e8d5e0ce6a2eaf67b6687be5d58113e16be590824d6cfa1a94467d0b7

In this transaction, the attacker withdrew 172,600 Ether from the Ronin Bridge

contract. The second attack transaction is as follows:

0xed2c72ef1a552ddaec6dd1f5cddf0b59a8f37f82bdda5257d9c7c37db7bb9b08
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In this transaction, the attacker withdrew 25.5M USDC from the Ronin Bridge

contract.Both of these attack transactions call the withdrawERC20For function

in the Ronin Bridge contract:

We analyzed the withdrawERC20For function, which requires 5 signatures

when withdrawing tokens:
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The 5 signature accounts here are as follows:

0x11360eacdedd59bc433afad4fc8f0417d1fbebab

0x1a15a5e25811fe1349d636a5053a0e59d53961c9

0x70bb1fb41c8c42f6ddd53a708e2b82209495e455

0xb9e59d56fd1632fc250935182bdd5c59188b2302

0xf224beff587362a88d859e899d0d80c080e1e812

The attacker obviously successfully obtained the signatures of these five

signer accounts, and the final transaction was successful.

The attack occurred on March 23, 2022, and according to the official news
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from Axie Infinity, the attack was discovered on March 29, after users reported

that 5k Ether could not be withdrawn from Bridge.

2. Analysis of the cash flow

1. initial source of funding

The attackers obtained 1.0569 ETH of funds by withdrawing coins through the

Binance exchange as the initial funds for this attack.

2. Funding link analysis

The attacker obtained 173,600 ETH and 25,500,000 USDC through the Ronin

Bridge cross-chain bridge contract.

The attacker transferred 25,500,000 USDC to 0xe708f address and 0x6656

address in five installments, and exchanged about 8564 ETH from this

address.

The attacker then transferred 6,250 ETH to 5 addresses, and the other funds

are still in the attacker's wallet address.
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3. Fund flow tracking

Hackers transferred some of the funds to Huobi and FTX, of which 3750 ETH

was transferred to Huobi and 1250 ETH was transferred to FTX. Another 1

ETH was transferred to the Crypto.com address.
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ChainAegis on-chain risk monitoring platform has started real-time account

movement monitoring for the above addresses.

3. Safety suggestion

SharkTeam reminds you that please be vigilant when setting foot in blockchain

projects. Try to choose more stable, More secure, public chains, and projects

that have been audited for several rounds, In initiating a transaction. Never put

your assets at risk and become a hacker's ATM.

SharkTeam, a leading blockchain security service team, offers smart contract

audit services for developers. To satisfy the demands of different clients, the

smart contract audit services provide both manual auditing and automated
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auditing. It implements almost 200 auditing contents that cover four aspects:

high-level language layer, virtual machine layer, blockchain layer, and business

logic layer, ensuring that smart contracts are completely guaranteed and

Safety.

Website: https://www.sharkteam.org/

Telegram: https://t.me/sharkteamorg

Twitter：https://twitter.com/sharkteamorg

https://www.sharkteam.org/
https://t.me/sharkteamorg
https://twitter.com/sharkteamorg
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In Math，We Trust！
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